
 
   

SGSalesv1113  Page 1 of 17 

Sales Order 

 

Exhibit A-Sales Order 

Paladin Data Systems Corporation 
19362 Powder Hill Place NE 
Poulsbo, WA  98370-8720 
Tel: 360-779-2400  1-800-532-8448 
Fax: 360-779-2600 

 Date: October 10, 2014 
Order: 1604 
Ordered by: Jon Byrd 
Required Date: November 10, 2014 

To: City of Maricopa 
39700 W. Civic Center Plaza 
Maricopa, AZ  85138 

 Telephone: 520-568-9098 
Fax: 
Contact Person: Robert Mathias, C.B.O. Manager 
Email: Robert.Mathias@maricopa-az.gov 

 

Purpose of this - Sales Order: 
City of Maricopa, AZ, is purchasing a subscription for SMARTGov® Software as a Service (SaaS) which 
comprises the following core modules: permitting, planning, code enforcement, inspections, licensing, recurring 
inspections, cashiering, public portal, and GIS mapping. This includes the modification of the following five 
system reports/output documents to client’s specifications: permit, receipt, certificate of occupancy, inspection 
results, and inspection hardcard. 
 

In addition, this purchase includes SMARTConnectors, professional services for data migration, configuration, 
training, and travel expenses as identified below. This SaaS Subscription includes five free "occasional named 
users" which individually average less than 30% usage during an 8 hour day.  
 

This purchase includes Third Party Software called ePlan Soft (ePC), document review software, integrated 
into SMARTGov.   
 

The scope of work for this integration will take place in three phases: 

 Phase one: SMARTGov and ePC will be made available in a sandbox environment for the 
City of Maricopa, AZ to try out both systems and become familiar with them.  

 Phase two: The SMARTGov delivery team will start building connectors, configuration, 

applicable data migration, and integration between SMARTGov and ePC. The City of 
Maricopa, AZ will assist by performing data validation, as well as giving feedback and 
suggestions for the final integration between SMARTGov and ePC. 

 Phase three: Go-Live (start date) will be targeted for early 2015 including onsite training and 
go-live support for the integrated, final solution. 

 

Within two (2) weeks of Sales Order Effective Date and for a period of sixty (60) days, Paladin Data Systems 
Corporation will provide a sandbox to City of Maricopa to access SMARTGov. 
 
Within sixty (60) days of Sales Order Effective Date, Paladin Data Systems Corporation will schedule an 
implementation kick-off date and the start date will be approximately twenty (20) weeks after the kick-off 
meeting. 
 
Start date: TBD   SaaS Subscription Term: The first term will run from start date thru June 30, 2015 (“Initial 
Term”).  
“Renewal Term”: 12 months starting July 1, 2015 each year 
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Sales tax not included. If tax exempt, please provide a copy of tax exempt certificate.  

Qty Unit of Issue Description Unit 
Cost 

Extended 
Price 

Fees for SMARTGov SaaS Subscription 

10 Users1 SMARTGov® SaaS with public portal (12 months) $1462.50 $14,625 

6 Users ePlan Review (12 months) $835 $5,010 

3 Connectors SMARTConnector SaaS Transaction (12 months) $350 $1,050 

  12 month promotional discount [$15,675] 

  Subtotal for SMARTGov SaaS Subscription fees for Initial Term $5,010 

Fees for SMARTConnectors-(Optional Additional Services) 

1 Layer 
GIS Additional Layers Connector 

Connection to additional GIS web services 
$3,500 $3,500 

1 Site 
Parcel Connector 

Create procedure to import parcel data from master parcel 
source 

$3,500 $3,500 

1 Site 
Financial Connector 

Create procedure to export financial transaction data into 
one delimited text file 

$1,000 Free 

1 Site 
Merchant Services Connector 

Create integration from SMARTGov public portal to 
merchant services vendor’s payment gateway 

$3,500 $3,500 

 Subtotal for SMARTConnectors $10,500 

Fees for Professional Services and Expenses (Optional Additional Services) 

80 Per Hour Data Migration2  of Munis data (estimate only) $160 $12,800 

40 Per Hour Report Configuration2 $160 $6,400 

40 Per Hour Fee Configuration2 $160 $6,400 

60 Per Hour 
General Configuration2 

Assist with basic configuration of permit types, fees, and 
inspections 

$160 $9,600 

80 Per Hour 
Training2 
Webinar style training or on site 

$200 $16,000 

1 Fixed Fee ePlan Soft Setup, configuration, training $3,700 $3,700 

2 Week 
Travel expenses3 (estimate) 
 

$2,500 $5,000 

  Subtotal for Professional Services and expenses $59,900 

  Total without sales tax $75,410 

  SMARTGov SaaS Subscription first Renewal Term (12 months)  $20,685 

  
SMARTGov SaaS Subscription second Renewal Term (12 
months) and beyond (or the then current fees) 

 $20,685 
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115 User Subscriptions will be set up in the system and will be subject to monitoring and amendment of the number of User 
Subscriptions and fees under Section 5.1(a) of the Master Saas and Professional Services Agreement. 
2Estimate only. While We make this estimate in good faith, We will not exceed without written confirmation from You and 
will notify You as soon as We know that the required work will exceed the original estimate. 
3Travel expenses: 

Airfare will be billed according to actual rates; however, We will purchase coach class tickets. 
Lodging will be billed according to the actual rates; however, We agree to book government rate lodging if available. 
Car rental will be billed according to actual rates; however, We agree to rent economy car if available. 
Meals and incidental expenses will be billed according to per diem rates as contained in the published GSA per diem 
rates. 

Schedule of Payments  

50% of SMARTGov® total, which is comprised of 50% annual SaaS Subscription fees-$2,505 and 50% 
of the fees for SMARTGov Connectors-$5,250. Invoiced upon contract signing. 

$7,755 

50% of SMARTGov® total, which is comprised of 50% annual SaaS Subscription fees-$2,505 and 50% 
of the fees for SMARTGov Connectors-$5,250.  Invoiced at start date. 

$7,755 

  

Statement Regarding Proration of Initial Term SaaS Subscription Fees:  Since the Initial Term for City of Maricopa, AZ, 
is less than 12 months, the SMARTGov SaaS Subscription fees for the Initial Term ($5,010) will be prorated ($417.50 
per month) and only the months from the start date until June 30, 2015 will be charged.  The second 50% invoiced at 
start date will be adjusted appropriately. 

  

Professional Services and travel expenses to be invoiced monthly as they occur ($59,900) Monthly 

  

SMARTGov® SaaS first Renewal Term will begin July 1, 2015 and the total SaaS Subscription due 
before proration (see below): 

$20,685 

Statement Regarding Proration of Promotional Discount for first Renewal Term: Since the Initial Term is not a full 12 
months and the promotional discount is for 12 months, the promotional discount will be prorated ($1306.25 per month) 
and will extend into the first Renewal Term. The number of months remaining in the discount period will be deducted 
from the first Renewal Term fees.  

100% of SMARTGov® SaaS for second Renewal Term (and successive Renewal Terms) total due  
July 1st each year  

$20,685 
(or the then 
current fees). 
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THIS MASTER SOFTWARE AS A SERVICE (SaaS) SUBSCRIPTION AND PROFESSIONAL SERVICES 
AGREEMENT (“AGREEMENT”), EXHIBIT A (Sales Order), EXHIBIT B (Request for Proposals), EXHIBIT 
C (Response to Request for Proposals), WHICH ARE INCORPORATED INTO THIS AGREEMENT, AND 
EXHIBIT D (SmartGov Technical Information), GOVERNS YOUR ACQUISITION AND USE OF OUR SaaS 
SUBSCRIPTION AND PROFESSIONAL SERVICES.  BY EXECUTING A SALES ORDER THAT 
REFERENCES THIS AGREEMENT, YOU AGREE TO THE TERMS OF THIS AGREEMENT. IF YOU ARE 
ENTERING INTO THIS AGREEMENT ON BEHALF OF A COMPANY OR OTHER LEGAL ENTITY, YOU 
REPRESENT THAT YOU HAVE THE AUTHORITY TO BIND SUCH ENTITY AND ITS AFFILIATES TO 
THESE TERMS AND CONDITIONS, IN WHICH CASE THE TERMS "YOU" OR "YOUR" WILL REFER TO 
SUCH ENTITY AND ITS AFFILIATES. IF YOU DO NOT HAVE SUCH AUTHORITY, OR IF YOU DO NOT 
AGREE WITH THESE TERMS AND CONDITIONS, YOU MUST NOT ACCEPT THIS AGREEMENT AND 
MAY NOT USE THE SaaS SUBSCRIPTION OR THE PROFESSIONAL SERVICES. 
 
You may not access the SaaS Subscription if You are Our direct competitor, except with Our prior written 
consent. In addition, You may not access the SaaS Subscription for purposes of monitoring availability, 
performance or functionality, or for any other benchmarking or competitive purposes. 
 
This Agreement was last updated on August 28, 2013. It is effective between You and Us as of the date of 
Your acceptance of this Agreement and the Sales Order (“Effective Date”). 
 

1. DEFINITIONS IN addition to the terms defined elsewhere in this Agreement, the following terms 

have the following meanings: 
1.1. "Affiliate" means any entity which directly or indirectly controls, is controlled by, or is under 
common control with the subject entity. "Control," for purposes of this definition, means direct or indirect 
ownership or control of more than 50% of the voting interests of the subject entity. 
1.2. "Malicious Code" means viruses, worms, time bombs, Trojan horses and other harmful or 
malicious code, files, scripts, agents or programs. 
1.3. "Non-SMARTGov Applications" means online applications and offline software products that are 
provided by entities or individuals other than Us and are clearly identified as such, and that interoperate 
with the SaaS Subscription. 
1.4. “Party or Parties” means either We, Us, or Our, as well as You or Your individually or collectively. 
1.5. "Professional Services" means the labor or time and materials work that You or Your Affiliates 
purchase under a Sales Order.  
1.6. "SaaS Subscription” means the software as a service (“SaaS”) products ordered by You on a 
Sales Order and made available by Us online via the customer login link and/or other web pages designated 
by Us, including associated offline components, as described in the User Guide. SaaS Subscription 
excludes Non-SMARTGov Applications. 
1.7. "Sales Order” means the documents for placing orders, including addenda thereto, that are 
entered into between You and Us or any of Our Affiliates from time to time, including addenda and 
supplements. By entering into a Sales Order, an Affiliate agrees to be bound by the terms of this Agreement 
as if it were an original party. Sales Orders will be deemed incorporated herein by reference. 
1.8. “Third Party” means any entity or individual other than We, Us, or Our, as well as You or 
Your. 
1.9. "User Guide" means the online user guide for the SaaS Subscription, accessible via login, as 
updated from time to time.  
1.10. "Users" means individuals who are authorized by You to use the SaaS Subscription, for whom 
subscriptions have been ordered, and who have been supplied user identifications and passwords by You 
(or by Us at Your request). Users may include, but are not limited to Your employees, consultants, 
contractors and agents, and any Third Party with which You transact business. 
1.11. "We," "Us" or "Our" means Paladin Data Systems Corporation described in Section 14.1 
(Contracting Seller, Notices, Governing Law and Jurisdiction). 
1.12. "You" or "Your" means the company or other legal entity for which you are accepting this 
Agreement and Affiliates of that company or entity. 
1.13. "Your Data" means all electronic data or information owned by Your company or other legal entity 
and submitted by You to the SaaS Subscription. 
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2. SaaS SUBSCRIPTION AND PROFESSIONAL SERVICES 
2.1. Provision of SaaS Subscription. We will make the SaaS Subscription available to You pursuant 
to this Agreement and the relevant Sales Order during a subscription term. You agree that Your purchases 
are not contingent on the delivery of any future functionality or features, and not dependent on any oral or 
written public comments made by Us regarding future functionality or features. 
2.2. User Subscriptions. Unless otherwise specified in the Sales Order, (i) SaaS Subscription are 
purchased as User subscriptions and may be accessed by no more than the specified number of Users, (ii) 
additional User subscriptions may be added during the subscription term at the same pricing as the pre-
existing subscriptions, prorated for the remainder of the subscription term in effect at the time the additional 
User subscriptions are added, and (iii) the added User subscriptions will terminate on the same date as the 
pre-existing subscriptions. User subscriptions are for designated Users only and cannot be shared or used 
by more than one User but may be reassigned to new Users replacing former Users who no longer require 
ongoing use of the SaaS Subscription. 
2.3. Provision of Professional Services. We will provide to You the Professional Services specified 
on the Sales Order.  The Professional Services are cost estimates based on time and materials work for 
Your budgeting and Our resource scheduling purposes.  If the estimate is exceeded, We will continue to 
provide the Professional Services on a time and materials basis if a statement of work or purchase order 
for continuation of the Professional Services is signed by the Parties. 

 

3. USE OF THE SaaS SUBSCRIPTION  
3.1. Our Responsibilities. We will: (i) provide Our basic support for the SaaS Subscription to You at 
no additional charge (ii) use commercially reasonable efforts to make the SaaS Subscription available and 
(iii) We will provide You access to Your Data via a database extract process that enables You to execute 
and download a current copy of Your Data on demand.   
3.2. Your Responsibilities. You will (i) be responsible for Users’ compliance with this Agreement, (ii) 
be responsible for the accuracy, quality and legality of Your Data and the means by which You acquired 
Your Data, (iii) use commercially reasonable efforts to prevent unauthorized access to or use of the SaaS 
Subscription, and notify Us promptly of any such unauthorized access or use, and (iv) use the SaaS 
Subscription only in accordance with the User Guide and applicable laws and government regulations, (v) 
validate for correctness all output and reports and (vi) have sole responsibility for downloading and storing 
back-up files, (vii) You will NOT (a) make the SaaS Subscription available to anyone other than Users, (b) 
sell, resell, rent or lease the SaaS Subscription to any Third Party, (c) use the SaaS Subscription to store 
or transmit infringing, libelous, or otherwise unlawful or tortious material, or to store or transmit material in 
violation of Third Party privacy rights, (d) use the SaaS Subscription to store or transmit Malicious Code, 
(e) interfere with or disrupt the integrity or performance of the SaaS Subscription or Third Party data 
contained therein, or (f) attempt to gain unauthorized access to the SaaS Subscription or their related 
systems or networks. 
 

4. NON-SMARTGov PROVIDERS 
4.1. Acquisition of SMARTGov Products. We or a Third Party may from time to time make available 
to You, Third Party products or services, including but not limited to Non-SMARTGov Applications and 
implementation, customization and other consulting services. Any acquisition by You of Non-SMARTGov 
products or services, and any exchange of data between You and any Non-SMARTGov provider, is solely 
between You and the applicable Non-SMARTGov provider. We do not warrant or support Non-SMARTGov 
products or services, except as specified in a Sales Order.  Subject to Section 4.3 (Integration with Non-
SMARTGov Applications), purchase of Non-SMARTGov products is not required to use the SaaS 
Subscription except for a supported computing device, operating system, web browser and Internet 
connection. 
4.2. Non-SMARTGov Applications and Your Data. If You install or enable Non-SMARTGov 
Applications for use with SaaS Subscription, You acknowledge that We may allow providers of those Non-
SMARTGov Applications to access Your Data as required for the interoperation of such Non-SMARTGov 
Applications with the SaaS Subscription. We will not be responsible for any disclosure, modification or 
deletion of Your Data resulting from any such access by Non-SMARTGov Application providers. The SaaS 
Subscription will allow You to restrict such access by restricting Users from installing or enabling such Non-
SMARTGov Applications for use with the SaaS Subscription. 
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4.3. Integration with Non-SMARTGov Applications. The SaaS Subscription may contain features 
designed to operate with Non-SMARTGov Applications. To use such features, You may be required to 
obtain access to such Non-SMARTGov Applications from their providers. If the provider of any Non-
SMARTGov Application ceases to make the Non-SMARTGov Application available for operation with the 
corresponding SaaS Subscription features on reasonable terms, We may cease providing such SaaS 
Subscription features without entitling You to any refund, credit, or other compensation. 
 
5. FEES AND PAYMENT  
5.1. Fees. You will pay all fees specified in all Sales Orders. Except as otherwise specified herein or in 
a Sales Order, (i) fees are based on SaaS Subscription and/or Professional Services purchased and not 
actual usage, (ii) payment obligations are non-cancelable and fees paid are non-refundable, and (iii) the 
number of User subscriptions purchased cannot be decreased during the subscription term stated on the 
Sales Order. User subscription fees are based on annual periods that begin on the subscription start date 
and each annual anniversary; therefore, fees for User subscriptions added in the middle of an annual period 
will be charged a prorated amount for the remaining subscription term. 

(a) If We determine, based on electronic monitoring of Your User subscriptions, the actual number 
of User subscriptions exceeds the number licensed on a Sales Order, We reserve the right to amend the 
Sales Order for successive Renewal Terms to increase the number of User subscriptions and the fees.  

(b) Professional Service fees do not include travel, lodging or other expenses incurred by Us unless 
specified on the Sales Order. You will reimburse Us for all travel, lodging, communications, incidentals 
and other out-of-pocket expenses as they relate to the services rendered by Us to You.  
5.2. Invoicing and Payment. We will invoice You in advance for SaaS Subscription in accordance with 
the relevant Sales Order. We will invoice You monthly for Professional Services in accordance with the 
relevant Sales Order. Unless otherwise stated in the Sales Order, invoiced charges are due net 30 days 
from the invoice date. 
5.3. Overdue Payments. If any payments are not received by the due date, then at Our discretion, (a) 
such overdue payments may accrue late interest at the rate of 1.5% of the outstanding balance per month, 
or the maximum rate permitted by law, whichever is lower, from the date such payment was due until the 
date paid, and/or (b) We may condition future subscription renewals and Sales Orders on payment terms 
shorter than those specified in Section 5.2 (Invoicing and Payment). 
5.4. Suspension of SaaS Subscription or Professional Services. If any amount owing by You under 
any agreement is 30 days’ overdue, We may, without limiting Our other rights and remedies, accelerate 
Your unpaid fee obligations so that all such obligations become immediately due and payable, and suspend 
Our SaaS Subscription or Professional Services to You until such amounts are paid in full.  
5.5. Payment Disputes. We will not exercise Our rights under Section 5.3 (Overdue Payments) or 5.4 
(Suspension of SaaS Subscription or Professional Services) if You are disputing the applicable charges 
reasonably and in good faith and are cooperating diligently to resolve the dispute. 
5.6. Taxes. Unless otherwise stated, Our fees do not include any taxes, levies, duties or similar 
governmental assessments of any nature, including but not limited to value-added, sales, use or withholding 
taxes, assessable by any local, state, provincial, federal or foreign jurisdiction (collectively, "Taxes"). You 
are responsible for paying all Taxes associated with Your purchases hereunder. If We have the legal 
obligation to pay or collect Taxes for which You are responsible, the appropriate amount will be invoiced to 
and paid by You, unless You provide Us with a valid tax exemption certificate authorized by the appropriate 
taxing authority. For clarity, We are solely responsible for taxes assessable based on Our income, property 
and employees. 
 

6. PROPRIETARY RIGHTS 
6.1. Reservation of Rights in SaaS Subscription. Subject to the limited rights expressly granted 
hereunder, We reserve all rights, title and interest in and to the SaaS Subscription, including all related 
intellectual property and trademark rights. No rights are granted to You other than as expressly set forth 
herein. 
6.2. Restrictions. You will not (i) permit any Third Party to access the SaaS Subscription except as 
permitted herein or in a Sales Order, (ii) create derivate works based on the SaaS Subscription, (iii) copy, 
frame or mirror any part or content of the SaaS Subscription, other than copying or framing on Your own 
intranets or otherwise for Your own internal business purposes, (iv) reverse engineer, decompile or 
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otherwise attempt to derive source code, or (v) access the SaaS Subscription in order to (a) build a 
competitive product or service, or (b) copy any features, functions or graphics of the SaaS Subscription. 
6.3. Ownership. We retain sole and exclusive ownership of, and all right, title and interest in and to 
the SaaS Subscription, the documentation User Guide, any modifications and all suggestions, ideas, 
improvements, feedback, evaluation materials, presentations, designs, technology, inventions, know-
how, works of authorship, software, specifications, and other materials, information and any other 
intellectual property made, developed, conceived or reduced to practice by Us (whether alone, or jointly 
with You) in the performance of this Agreement.  
6.4. Your Applications and Code. If You, a Third Party acting on Your behalf, or a User creates 
applications or program code using the SaaS Subscription, You authorize Us to host, copy, transmit, display 
and adapt such applications and program code, solely as necessary for Us to provide the SaaS Subscription 
in accordance with this Agreement. Subject to the above, We acquire no right, title or interest from You or 
Your licensors under this Agreement in or to such applications or program code, including any intellectual 
property rights therein. 
6.5. Your Data. Subject to the limited rights granted by You hereunder, We acquire no right, title or 
interest from You or Your licensors under this Agreement in or to Your Data, including any intellectual 
property rights therein. You grant to Us a non-exclusive license to use Your Data for the purposes of 
performing Our obligations under this Agreement.  
6.6. Our Protection of Your Data. We receive no ownership rights in Your Data.  We will (a) maintain 
commercially reasonable industry standard administrative, physical, and technical safeguards for protection 
of the security, confidentiality and integrity of Your Data, and (b) notify You within forty-eight (48) hours 
regarding any known security breach. We will not (a) modify Your Data, (b) disclose Your Data except as 
compelled by law in accordance with Section 7.3 (Compelled Disclosure) or as expressly permitted in 
writing by You, or (c) access Your Data except to provide the SaaS Subscription or Professional Services 
and prevent or address service or technical problems, or except at Your request in connection with 
customer support matters. 
6.7. Report Writer Software. You acknowledge the SaaS Subscription Service utilizes ad hoc report 
writer software (“Ad Hoc”) under a license granted to Us by a Third Party, which licenses Us the right to 
sublicense the use of the Ad Hoc as part of the Service to You. Such sublicense is nonexclusive and solely 
for Your internal use and You may not further resell, re-license, or grant any other rights to use such 
sublicense to any Third Party.  You further acknowledge the Ad Hoc licensing Third Party retains all right, 
title, and interest to the Ad Hoc and all documentation related to the Ad Hoc.  All confidential or proprietary 
information of Ad Hoc licensing Third Party is Confidential Information under the terms of this Agreement. 
6.8. Electronic Plan Review Software.  You acknowledge the SaaS Subscription Service utilizes 
electronic plan review solution software (“Electronic Plan Review”) under a license granted to Us by a 
Third Party, which licenses Us the right to sublicense the use of the Electronic Plan Review as part of the 
Service to You. Such sublicense is nonexclusive and solely for Your internal use and You may not further 
resell, re-license, or grant any other rights to use such sublicense to any Third Party. You further 
acknowledge the Electronic Plan Review licensing Third Party retains all right, title, and interest to the 
Electronic Plan Review and all documentation related to the Electronic Plan Review. All confidential or 
proprietary information of the Electronic Plan Review licensing Third Party is Confidential Information under 
the terms of this Agreement. 
 

7. CONFIDENTIALITY 
7.1. Definition of Confidential Information. "Confidential Information" means all confidential 
information disclosed by a Party ("Disclosing Party") to the other Party ("Receiving Party"), whether orally 
or in writing, that is designated as confidential or that reasonably should be understood to be confidential 
given the nature of the information and the circumstances of disclosure. Your Confidential Information will 
include, but not be limited to Your Data; Our Confidential Information will include, but not be limited to the 
SaaS Subscription; and Confidential Information of each Party will include the terms and conditions of this 
Agreement and all Sales Orders, as well as business and marketing plans, technology and technical 
information, product plans and designs, and business processes disclosed by such Party. However, 
Confidential Information will not include any information that (i) is or becomes generally known to the public 
without breach of any obligation owed to the Disclosing Party, (ii) was known to the Receiving Party prior 
to its disclosure by the Disclosing Party without breach of any obligation owed to the Disclosing Party, (iii) 
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is received from a Third Party without breach of any obligation owed to the Disclosing Party, or (iv) was 
independently developed by the Receiving Party. 
7.2. Protection of Confidential Information. The Receiving Party (i) will use the same degree of care 
that it uses to protect the confidentiality of its own confidential information of like kind (but in no event less 
than reasonable care) (ii) will not use any Confidential Information of the Disclosing Party for any purpose 
outside the scope of this Agreement, and (iii) except as otherwise authorized by the Disclosing Party in 
writing, will limit access to Confidential Information of the Disclosing Party to its Affiliates’ employees, 
contractors and agents who need such access for purposes consistent with this Agreement. Neither party 
will disclose the terms of this Agreement or any Sales Order to any Third Party other than its Affiliates and 
their legal counsel and accountants without the other Party’s prior written consent. 
7.3. Compelled Disclosure. If the Receiving Party is required to disclose any Confidential Information 
of the other by law, regulation or governmental authority, the Receiving Party will provide reasonable notice 
to Disclosing Party of such required disclosure and reasonably cooperate with the Disclosing Party in 
preventing or limiting such disclosure, or obtaining an appropriate protective order or other remedy.  If a 
protective order or other remedy is not obtained, then the Receiving Party may disclose such Confidential 
Information as necessary for compliance with the applicable law, regulation or governmental authority.  
Notwithstanding such disclosure, such information will remain Confidential Information and subject to the 
requirements of this Section. 
 

8. WARRANTIES AND DISCLAIMERS FOR SaaS SUBSCRIPTION AND 
PROFESSIONAL SERVICES 

8.1. Our Warranties for SaaS Subscription. We warrant that (i) We have the legal power to enter into 
this Agreement, (ii) the SaaS Subscription will perform materially in accordance with the User Guide, (iii) 
subject to Section 4.3 (Integration with Non-SMARTGov Applications), the functionality of the SaaS 
Subscription will not be materially decreased during a subscription term, and (iv) We will not transmit 
Malicious Code to You, provided it is not a breach of this subpart (iv) if You or a User uploads a file 
containing Malicious Code into the SaaS Subscription and later downloads that file containing Malicious 
Code. For any breach of a warranty above, Your exclusive remedy will be as provided in Section 13.4 
(Termination for Cause) and Section 13.6 (Refund or Payment upon Termination) below. 
8.2. Our Warranties for Professional Services. We warrant the Professional Services will be 
performed consistent with generally accepted industry standards. 
8.3. Disclaimer. EXCEPT AS EXPRESSLY PROVIDED HEREIN, NEITHER PARTY MAKES ANY 
WARRANTIES OF ANY KIND, WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE, AND 
EACH PARTY SPECIFICALLY DISCLAIMS ALL IMPLIED WARRANTIES, INCLUDING ANY 
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE, TO THE 
MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW. 
 

9. LIMITATION ON WARRANTIES FOR PROFESSIONAL SERVICES 
YOU MUST REPORT ANY DEFICIENCIES IN THE PROFESSIONAL SERVICES TO US IN WRITING 
WITHIN THIRTY (30) DAYS OF COMPLETION OF THE PROFESSIONAL SERVICES IN ORDER TO 
RECEIVE WARRANTY REMEDIES.  THE WARRANTY HEREIN IS EXCLUSIVE AND IN LIEU OF ALL 
OTHER WARRANTIES, WHETHER EXPRESS OR IMPLIED, INCLUDING THE IMPLIED WARRANTIES 
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.  
 

10. EXCLUSIVE REMEDY FOR PROFESSIONAL SERVICES 
For any breach of the above warranty, Your exclusive remedy, and Our entire liability, will be the re-
performance of the Professional Services.  If We are unable to re-perform the Professional Services as 
warranted, You will be entitled to recover the fees paid to Us for the deficient services.  IN NO EVENT WILL 
WE BE LIABLE FOR ANY CONSEQUENTIAL OR INCIDENTAL DAMAGES ARISING FROM ANY 
PROFESSIONAL SERVICES PROVIDED HEREUNDER, INCLUDING BUT NOT LIMITED TO CLAIMS 
FOR LOST PROFITS OR OTHER ECONOMIC DAMAGES. 
 

11. LIMITATION OF LIABILITY 
11.1. Limitation of Liability. NEITHER PARTY'S LIABILITY WITH RESPECT TO ANY SINGLE 
INCIDENT ARISING OUT OF OR RELATED TO THIS AGREEMENT (WHETHER IN CONTRACT OR 
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TORT OR UNDER ANY OTHER THEORY OF LIABILITY) WILL EXCEED THE AMOUNT PAID BY YOU 
IN THE 12 MONTHS PRECEDING THE INCIDENT, PROVIDED THAT IN NO EVENT WILL EITHER 
PARTY’S AGGREGATE LIABILITY ARISING OUT OF OR RELATED TO THIS AGREEMENT (WHETHER 
IN CONTRACT OR TORT OR UNDER ANY OTHER THEORY OF LIABILITY) EXCEED THE TOTAL 
AMOUNT PAID BY YOU. THE FOREGOING WILL NOT LIMIT YOUR PAYMENT OBLIGATIONS UNDER 
SECTION 5 (FEES AND PAYMENT FOR SaaS SUBSCRIPTION). 
11.2. Exclusion of Consequential and Related Damages. IN NO EVENT WILL EITHER PARTY HAVE 
ANY LIABILITY TO THE OTHER PARTY FOR ANY LOST PROFITS OR REVENUES OR FOR ANY 
INDIRECT, SPECIAL, INCIDENTAL, CONSEQUENTIAL, COVER OR PUNITIVE DAMAGES HOWEVER 
CAUSED, WHETHER IN CONTRACT, TORT OR UNDER ANY OTHER THEORY OF LIABILITY, AND 
WHETHER OR NOT THE PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. 
THE FOREGOING DISCLAIMER WILL NOT APPLY TO THE EXTENT PROHIBITED BY APPLICABLE 
LAW. 
 
12. TERM AND TERMINATION FOR PROFESSIONAL SERVICES 
Professional Services will commence on the date specified on the Sales Order.  Either Party may terminate 
Professional Services any time by providing the other Party with at least 14 days written notice. Any 
Professional Services outstanding at the time of termination will continue to be covered by this Agreement 
as if it had not been terminated. 
 

13. TERM AND TERMINATION FOR SaaS SUBSCRIPTION  
13.1. Term of Agreement. This Agreement commences on the date You accept it and continues until 
all User subscriptions have expired or been terminated. 
13.2. Term of Purchased User Subscriptions. User subscriptions purchased by You commence on 
the start date specified in the applicable Sales Order and continue for the subscription term specified. 
Except as otherwise specified in the applicable Sales Order, all User subscriptions will automatically renew 
for additional periods equal to the expiring one year subscription term, unless either Party gives the other 
notice of non-renewal at least 30 days before the end of the relevant subscription term. The pricing during 
any such renewal term will be the same as the prior term unless We have given You written notice of a 
pricing increase at least 180 days before the end of such prior term, in which case the pricing increase will 
be effective upon renewal and thereafter. 
13.3. Stop in SaaS Subscription. Upon 180 days’ prior written notice, We may terminate provision of 
the SaaS Subscription as a hosted offering.  We will export and return Your Data to You via digital media 
at Our expense.  We will refund You any prepaid fees covering the remainder of the term of all subscriptions 
after the effective date of stop in SaaS Subscription. 
13.4. Termination for Cause. A Party may terminate this Agreement for cause: (i) upon 30 days written 
notice to the other Party of a material breach if such breach remains uncured at the expiration of such 
period, or (ii) if the other Party becomes the subject of a petition in bankruptcy or any other proceeding 
relating to insolvency, receivership, liquidation or assignment for the benefit of creditors. In addition, We 
may terminate this Agreement if You fail to make any payment due hereunder within 30 days after 
receiving written notice from Us that such payment is delinquent. 
13.5. Effect of Termination. Upon termination for any reason, (a) all licenses granted will automatically 
and immediately terminate, and We may immediately disable and discontinue Your access to and use of 
the SaaS Subscription without further notice to You, (b) You will promptly return to Us all Documentation 
and all information and materials that You have acquired pertaining to the SaaS Subscription and any other 
Confidential Information of Ours and (c) within 30 days of the effective date of such termination, We will 
export all Your Data then-stored in the Service and ship the information to You in a digital format.  
13.6. Refund or Payment upon Termination. Upon any termination by You for cause, We will refund 
You any prepaid fees covering the remainder of the term of all subscriptions after the effective date of 
termination. Upon any termination by Us for cause, You will pay any unpaid fees covering the remainder of 
the term of all Sales Orders after the effective date of termination. In no event will any termination relieve 
You of the obligation to pay any fees payable to Us for the period prior to the effective date of termination. 
13.7. Return of Your Data. Within 30 days after the effective date of termination of SaaS Subscription 
and upon request by You, We will make available to You for download a file of Your Data. After such 30-
day period, We will have no obligation to maintain or provide any of Your Data and will thereafter, unless 
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legally prohibited, delete all of Your Data in Our systems or otherwise in Our possession or under Our 
control. 
13.8. Surviving Provisions. Section 5 (Fees and Payment), 6 (Proprietary Rights), 7 (Confidentiality), 
8.3 (Disclaimer), 11 (Limitation of Liability), 13.6 (Refund or Payment upon Termination), 13.7 (Return of 
Your Data), 14 (Contracting Seller, Notices, Governing Law and Jurisdiction) and 15 (General Provisions) 
will survive any termination or expiration of this Agreement. 
 

14. CONTRACTINGSELLER, NOTICES, GOVERNING LAW AND JURISDICTION 
14.1. Seller: Paladin Data Systems Corporation, a Washington corporation. 
14.2. Address notices to: 19362 Powder Hill Pl. NW, Poulsbo, WA 98370, Attn: Contracts 
14.3. Governing law: Arizona and controlling United States federal law 
14.4. Exclusive court jurisdiction:  Pinal County, Arizona 
14.5. Manner of Giving Notice. Except as otherwise specified in this Agreement, all notices, 
permissions and approvals will be in writing and will be deemed to have been given upon: (i) personal 
delivery, (ii) the second business day after mailing, (iii) the second business day after sending by confirmed 
facsimile, or (iv) the first business day after sending by email (provided email will not be sufficient for notices 
of termination or an indemnifiable claim). All notices to You will be addressed to: City of Maricopa, Attention: 
City Manager, PO Box 610, Maricopa, AZ 85139..  
14.6. Agreement to Governing Law and Jurisdiction. Each Party agrees to the applicable governing 
law above without regard to choice or conflicts of law rules, and to the exclusive jurisdiction of the applicable 
courts above. 
14.7. Waiver of Jury Trial. Each Party hereby waives any right to jury trial in connection with any action 
or litigation in any way arising out of or related to this Agreement. 
 

15. GENERAL PROVISIONS 
15.1. Amendment; No Waiver. Except as otherwise expressly provided herein, this Agreement may 
not be amended or modified and the observance of any provision of this Agreement may not be waived 
except with the written consent of the Parties.  No failure by either Party to enforce any rights hereunder 
will constitute a waiver of such right then or in the future or any other right or remedy hereunder. To the 
extent the terms and conditions of any Exhibit, attachment, purchase order, invoice, proposal or response 
to request for proposal, conflict with or are inconsistent with this Agreement, the terms and conditions of 
this Agreement will control and no such conflicting terms will be deemed as a waiver or amendment of this 
Agreement. 
15.2. Anti-Corruption. You have not received or been offered any illegal or improper bribe, kickback, 
payment, gift, or thing of value from any of Our employees or agents in connection with this Agreement. 
Reasonable gifts and entertainment provided in the ordinary course of business do not violate the above 
restriction. If You learn of any violation of the above restriction, You will use reasonable efforts to promptly 
notify Us. 
15.3. Assignment; Binding Effect. This Agreement may not be transferred or assigned by either Party 
without the express written consent of the other, which will not be unreasonably withheld or delayed, except 
that either Party may, without the consent of the other Party, assign this Agreement in its entirety to a 
parent, subsidiary or affiliate of such Party or an acquirer of more than 50% of the assigning Party’s 
outstanding voting capital stock or to a purchaser of all or substantially all of the assigning Party’s assets.  
Notwithstanding the foregoing or any other provision of this Agreement, You may not assign, sublicense, 
delegate or transfer this Agreement or any of its rights or obligations under this Agreement to any competitor 
of Ours. Any purported transfer or assignment in contravention of this Section will be null and void. This 
Agreement will inure to the benefit of and be binding upon the Parties and their respective successors and 
permitted assigns. 
15.4. Basis of Bargain. The Parties acknowledge that they have entered into this Agreement in reliance 
upon the disclaimers of warranties and limitations of liability and damages as set forth in this Agreement, 
and that such provisions form an essential basis of the bargain between the Parties and do not cause this 
Agreement, or the remedies available hereunder, to fail of its or their essential purpose.  
15.5. Counterparts. This Agreement may be executed in any number of English language counterparts 
or duplicate originals, and each such counterpart or duplicate original will constitute an original instrument, 
but all such separate counterparts or duplicate originals will constitute one and the same instrument. 
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15.6. Entire Agreement. This Agreement, including the Exhibits attached, constitutes the entire 
Agreement of the Parties concerning its subject matter and supersedes any and all prior or 
contemporaneous, written or oral negotiations, correspondence, understandings and agreements between 
the Parties respecting the subject matter of this Agreement. 
15.7. Export Compliance. The SaaS Subscription, other technology We make available, and derivatives 
thereof may be subject to export laws and regulations of the United States and other jurisdictions. Each 
Party represents that it is not named on any U.S. government denied-party list. You will not permit Users 
to access or use SaaS Subscription in a U.S.-embargoed country  or in violation of any U.S. export law or 
regulation.   
15.8. Force Majeure. Except with respect to payment obligations, neither Party will be liable for any 
failure of performance or equipment due to causes beyond such Party’s reasonable control, including but 
not limited to: acts of God, fire, flood or other catastrophes; any law, order, regulation, direction, action, or 
request of any governmental entity or agency, or any civil or military authority; national emergencies, 
insurrections, riots, wars; unavailability of rights-of-way or materials; or strikes, lock-outs, work stoppages, 
or other labor difficulties. 
15.9. Headings and Interpretation. Headings and captions are for convenience only and are not to be 
used in the interpretation of this Agreement. The words “include,” “includes,” and “including” when used in 
this Agreement will be treated in each case as followed by the words “without limitation.”   
15.10. Relationship of the Parties. The parties are independent contractors. This Agreement does not 
create a partnership, franchise, joint venture, agency, fiduciary or employment relationship between the 
parties. 
15.11. Severability. If any provision of this Agreement is held by a court of competent jurisdiction to be 
contrary to law, the provision will be modified by the court and interpreted so as best to accomplish the 
objectives of the original provision to the fullest extent permitted by law, and the remaining provisions of 
this Agreement will remain in effect. 
15.12.  Insurance and Risk of Loss. You bear all responsibility for damages to Your equipment and 
facilities. 
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Exhibit B-Request for Proposals (RFP) 

The RFP is incorporated into the Agreement and is attached separately. 
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Exhibit C- Response to RFP 

The response to RFP is incorporated into the Agreement and is attached separately 
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Exhibit D- SMARTGov Technical Information 
SMARTGov is a cloud scalable web application deployed in the Amazon Web Services (AWS) Cloud. The 
core technology is built to use Microsoft Server 2012, Microsoft’s 2012 SQL Server database, and IIS v7 
running .NET 4.0 or higher.  
http://media.amazonwebservices.com/pdf/AWS_Security_Whitepaper.pdf 
 
AWS Built in Security Features 
Not only are your applications and data protected by highly secure facilities and infrastructure, but they’re 
also protected by extensive network and security monitoring systems. These systems provide basic but 
important security measures such as distributed denial of service (DDoS) protection and password brute-
force detection on AWS Accounts. Additional security measures include: 

 Secure access – Customer access points, also called API endpoints, allow secure HTTP access 

(HTTPS) so that you can establish secure communication sessions with your AWS services using 

SSL. 

 Built-in firewalls – You can control how accessible your instances are by configuring built-in 

firewall rules – from totally public to completely private, or somewhere in between. And when your 

instances reside within a Virtual Private Cloud (VPC) subnet, you can control egress as well as 

ingress. 

 Unique users – The AWS Identity and Access Management (IAM) tool allows you to control the 

level of access your own users have to your AWS infrastructure services. With AWS IAM, each 

user can have unique security credentials, eliminating the need for shared passwords or keys and 

allowing the security best practices of role separation and least privilege. 

 Multi-factor authentication (MFA) – AWS provides built-in support for multi-factor authentication 

(MFA) for use with AWS Accounts as well as individual IAM user accounts. 

 Private Subnets – The AWS Virtual Private Cloud (VPC) service allows you to add another layer 

of network security to your instances by creating private subnets and even adding an IPsec VPN 

tunnel between your home network and your AWS VPC. 

 Encrypted data storage – Customers can have the data and objects they store in Amazon S3, 

Glacier, Redshift, and Oracle RDS encrypted automatically using Advanced Encryption Standard 

(AES) 256, a secure symmetric-key encryption standard using 256-bit encryption keys. 

 Dedicated connection option – The AWS Direct Connect service allows you to establish a 

dedicated network connection from your premise to AWS. Using industry standard 802.1q 

VLANs, this dedicated connection can be partitioned into multiple logical connections to enable 

you to access both public and private IP environments within your AWS cloud. 

 Security logs – AWS CloudTrail provides logs of all user activity within your AWS account. You 

can see what actions were performed on each of your AWS resources and by whom.  

 Isolated GovCloud – For customers who require additional measures in order to comply with US 

ITAR regulations, AWS provides an entirely separate region called AWS GovCloud (US) that 

provides an environment where customers can run ITAR-compliant applications, and provides 

special endpoints that utilize only FIPS 140-2 encryption. 

 CloudHSM – For customers who must use Hardware Security Module (HSM) appliances for 

cryptographic key storage, AWS CloudHSM provides a highly secure and convenient way to store 

and manage keys. 

 Trusted Advisor – Provided automatically when you sign up for premium support, the Trusted 

Advisor service is a convenient way for you to see where you could use a little more security. It 

monitors AWS resources and alerts you to security configuration gaps such as overly permissive 

access to certain EC2 instance ports and S3 storage buckets, minimal use of role segregation 

using IAM, and weak password policies. 

Because the AWS cloud infrastructure provides so many built-in security features, you can simply focus 
on the security of your guest OS and applications. AWS security engineers and solution architects have 
developed whitepapers and operational checklists to help you select the best options for your needs and 
recommend security best practices, such as storing secret keys and passwords in a secure manner and 

http://media.amazonwebservices.com/pdf/AWS_Security_Whitepaper.pdf
http://aws.amazon.com/iam/
http://aws.amazon.com/mfa/
http://aws.amazon.com/mfa/
http://aws.amazon.com/vpc/
http://aws.amazon.com/directconnect/
http://aws.amazon.com/cloudtrail/
http://aws.amazon.com/govcloud-us/
http://aws.amazon.com/cloudhsm/
http://aws.amazon.com/premiumsupport/trustedadvisor-access/
http://aws.amazon.com/premiumsupport/trustedadvisor-access/
http://aws.amazon.com/security/security-resources/


Paladin Data Systems Corporation 
Master SaaS Subscription and Professional Services Agreement  

Page 16 of 17 

 

 MSGPSA-Sv0813 
 

rotating or changing them frequently. 
 
Specific SMARTGov additions 
The Paladin Data cloud environment we provided to our cloud based customers covers additional 
instances for “testing/training” to be used by the client. This instance is a weekly snapshot of the client’s 
production data to allow them to test configuration changes, and train new staff.  
 
Additionally Paladin Data has active monitoring of availability, firewalls, ssl certificates, triplicated nightly 
data backup, for our cloud based customers. We also recommend, besides nightly backups of the 
databases, transactional backup during the day to allow recovery in cases of failure.  
 
SMARTGov Data Storage, File Storage and System Backup Technical Information 
SMARTGov leverages Cloud based storage solutions to provide the best of scalability, redundancy, and 
availability. The data in the SMARTGov application uses a number of storage solutions to provide this 
level of reliability to our clients.  There are two main components of storing data in the SMARTGov 
application, which are data storage and file storage. 
 
The data storage is in SQL Server running on an Amazon EC2 Elastic Block Storage (EBS) volumes. This 
provides longer term storage, and allows the database to be backed up nightly to two separate EBS 
Volumes in two different datacenter regions.  SMARTGov stores database backups and transaction 
backups on two EBS Volumes. SMARTGov has automated processes so that maintenance backups 
occur nightly for the database. In addition, transaction backups supplement the nightly backups at 30 
minute intervals during the day. This provides transactional data recovery in a catastrophic event 
happening throughout the day to be no more than 30 minutes of lost data. A third level of data backup 
also occurs on a weekly basis where data is archived locally at Paladin’s secured data location.  
 
Amazon Elastic Block Store (EBS) Volumes provide durable block-level storage for use with Amazon EC2 
instances (virtual machines). Amazon EBS volumes are off-instance, network-attached storage that 
persists independently from the running life of a single Amazon EC2 instance. After an EBS volume has 
been attached to the SQL server instance it is the same as a physical hard disk drive.  
File storage is using Amazon S3 or simple storage. File storage is used in SMARTGov when files, 
images, and documents are attached to a note within the application. This is considered none 
transactional data and often consists of large file sizes.  Amazon S3 is a highly scalable, durable and 
available distributed object store designed for mission-critical and primary data storage with an easy to 
use web service interface. In traditional on-premise applications, this type of data would ordinarily be 
maintained on SAN or NAS. However, a cloud-based mechanism such as Amazon S3 is far more agile, 
flexible, and geo-redundant. Amazon S3 provides a simple web services interface that can be used to 
store and retrieve any amount of data, at any time, from within Amazon EC2 or from anywhere on the 
web. SMARTGov can write, read, and delete objects containing from 1 byte to 5 terabytes of data each, 
and the number of objects stored in an Amazon S3 bucket is unlimited. Amazon S3 is also highly 
scalable, allowing concurrent read or write access to Amazon S3 data by many separate clients or 
application threads. 
 
In addition to the above datacenter backup and redundancy of client’s data, clients at any time can obtain 
the latest copy of their data through the SMARTGov application’s administration console. This is done by 
running the Database extract job. The job is an ad hoc job and can be run multiple times a day. This will 
provide them a link of the raw SQL Server data and files.  
 
Other risk factors include requiring security patches require a maintenance downtime so that IT can 
update systems appropriately. Through the ever evolving landscape of security holes and cyber-attacks it 
is important that best practices of securing customer data is followed. Take for instance, the recent 
release of information about the “Heartbleed” bug which left a vulnerability in the SSL cryptographic 
library. This was resolved in the SMARTGov cloud within a day of it being made known to the public.   
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SMARTGov Deployment Options 

Responsibilities and 
Considerations 

Cloud Deployment 
Provided by Paladin 

On Premises Deployment 
Provided by Jurisdiction 

 DATA ASSURANCE  

Redundancy & Failover 
Multiple Application Servers with load balancing 

Active Failover Database 

Responsibility of Jurisdiction Back-ups Automatically created weekly 

Disaster Recovery 
Comprehensive Disaster Recovery Plan tested 

and verified  

 APPLICATION MANAGEMENT  

Hot Fixes Automatically applied as needed 

Responsibility of Jurisdiction Version Updates Automatically applied upon release 

Database Administration Actively Managed 

Application Instances Provided 
3 instances are automatically deployed including 

Production, Training, & Support 
Discretion and Responsibility of 

Jurisdiction 

 SECURITY  

System Firewall Automatically provided 

Responsibility of Jurisdiction VPNs Not needed 

Encryption Standard SSL 

 CAPITAL INVESTMENT  

System Hardware Automatically provided and managed  

At minimum (no redundancy) 
Application Server 
Database  Server 

Portal Server 
ArcGIS Server 

Annual maintenance contracts 

3rd Party Software All required software and licenses are included 
Microsoft Window Server OS 

Microsoft SQL Server 
Back-up utility, Other 

Full Time Engineer (FTE) Provided with cloud services Responsibility of Jurisdiction 

Commitment Very flexible Less flexible, Long term 

 PERFORMANCE  

Scalability & Storage 
On Demand Scaling  

25GB Storage at no additional cost  
Manual & limited 

Availability 99% uptime Service Level Agreement (SLA) No SLA 

External Access 24/7 access to product and support 

Limited by VPN availability 
Portability of Data 

Easy to share with public, 3rd party applications, 
and remote devices 

 RESPONSE TIME  

Deployment 
No infrastructure to implement 

Faster iterations of data migration 
Real-time troubleshooting 

Implementation required 
Remote connectivity required 

Delayed troubleshooting 

Support Instant, real-time access Delayed access 

 




